BAO HIEM XA HOI VIET NAM CONG HOA XA HOI CHU NGHIA VIET NAM

TRUNG TAM CONG NGHE THONG TIN Déc 1ap - Tw do - Hanh phiic
Sb: 271 /BC-CNTT Ha Noi, ngay 25 thdang 02 nam 2022
BAO CAO KY THUAT

Tinh hinh an toan thong tin thang 01/2022
cia cac don vi truc thugc Bao hiem xa hoi Viét Nam
va Bio hiém xi hdi cac tinh, thanh phé truc thudc Trung wong

1. Théng tin canh bao vé cac 156 hong bao mat
Trung tam Cong ngh¢ thong tin (CNTT) da ghi nhén, tong hop cac canh bao

an toan thong tin, 16 hong bao mat tir cac don vi chuyén trach vé an toan thong tin
nhu sau:

- Cong van s6 380/TB-BCA-A05 cia B Cong An ngay 05/01/2022 thong
bao vé viéc ngan chdn hoat dong tan cong mang, khai thac 16 hong bao mat trén
Apache Log4j va Apache HTTP. Theo d6, 10 hong Apache Log4shell cho phép
tin tac thyuc thi 1énh diéu khién tir xa, chiém quyén quan tri, tAn cong tur chdi dich
vu may chu web; 16 hong bdo mat trén Apache HTTP cho phép tin tac chiém
quycn quan tri tir xa may chu, kiém soat, danh cap thong tin, dir li€u hoac thuc
hién tan cong tu chéi dich vu. Trung tam CNTT da hd tro cac don vi thiét lap, cap
nhat ddu hiéu phat hién, ngan chan hoat dong tin cong, khai thac 16 hong, Xam
nhap trai phep tren hé thong mang trén hé thong glam sat, tuong lua, thiét bi
phong, chong tan cong mang va cd6 Cong van s6 2644/CNTT-HTA ngay
28/12/2021 vé viéc ra soat, xtr Iy 10 hong bao mat trong Apache Log4j anh hu’ong
nghiém trong dé hudng dan cac don vi ra soat, xac dinh va khic phuc 16 hong

- Cong vin s6 56/CATTT-NCSC ciia Cyc An toan thong tin - Bo Thong tin
va Truyén théng ngay 13/01/2022 vé viéc 16 hong bao mat anh hudng cao va
nghiém trong trong cac san pham Microsoft cong bd thang 01/2022. Theo do,
Microsoft dd phat hanh danh sach ban va thang 01 ngay 11/01/2022 véi 96 16
hong bao mat trong cac san phdm ctia minh trong d6 chi ¥ 16 hong CVE-2022-
21857 trong Active Directory cho phép d6i tugng nang cao dic quyén; lo héng
bao mat CVE-2022-21911 trong .NET Framework cho phép dbi tuong tan cong
thuc hién tan cong tu chdi dich vy; 15 hong bao mat CVE-2022-21836 trong
Windows Certificate cho phép dbi turong tin cong gia mao. Trung tim CNTT da
c6 Cong vin s6 75/CNTT-HTA ngay 17/01/2022 vé viée xir 1y 16 hong bao mat
trong cac san phAm Microsoft cong bd thang 01/2022 dé hudng dan cac don vi
thuc hién ra soat va cap nhat ban va 16 hong.

Dé nghi phong CNTT va bd phan chuyén trach vé ing ctru su ¢d tai cac don
vi thuc hién kiém tra, ra soat, xac dinh va cap nhat ban va bao dam cong tac an
toan thong tin theo quy dinh; Thuong xuyén theo ddi trén hé théng mang trén hé



thong giam sat, tudng lira, thiét bi phong, chong tan cong mang dé kip thoi ngan
chan hoat dong tan cong mang, khai thac 16 héng bao mat.

2. Tinh hinh ldy nhiém ma djc

Hé thong giam sat cia Trung tim diéu hanh hé thong thong tin Nganh BHXH
Viét Nam da ghi nhan 1.228 IP cua cac don vi tryc thuoc BHXH Vi¢t Nam va
BHXH céc tinh, thanh phd (sau dy goi chung 13 cic don vi) ndm trong mang
botnet, trong d6 thong tin giam sat truc tiép 1.161 dia chi IP, thong tin giam sat
gian tiép 67 dia chi IP.

2.1. Thong tin giam sat truwc tiép

a) Théng tin két néi mdy chi diéu khién ma déc (CnC)

Théng ké s6 lugng dia chi IP trong mang ndi bo ¢ két ndi may chu
CnC tai mot s6 don vi
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HaN6i Quang TP.Hd Phii Tho Quang Tri Long An Pak Lik Ha Giang Béc Thanh
Ninh  Chi Minh Giang Hoa

BHXH tinh, thanh phd: Ha Noi, Quang Ninh, TP. Ho6 Chi Minh, Phu Tho,
Quang Tri, Long An, Pak Lik, Ha Giang, Bic Giang, Thanh Hoa la nhiing don
vi ¢6 nhiéu dia chi IP trong mang ndi bo két ndi dén cac may chu CnC. Chi tiét
cac don vi co dia chi IP két ndi may chua CnC tai Phu luc 1.

b) Théng tin két ndi spyware, virus

Hé¢ théng tuong ltra dugc BHXH Viét Nam trang bi tai BHXH céc tinh, thanh
phé da ghi nhan 683 dia chi IP! trong mang ndi bo ctia cac don vi ¢ két ndi ma
doc spyware, virus.

I Théng tin chi tiét vé cac dia chi IP noi bd két ndi ma doc spyware, virus cac don vi tra ciru trén thiét bi
tuong 1tra bién PaloAlto.



Théng ké sb lugng dia chi IP trong mang ndi bg co két ndi ma doc
spyware tai mot s6 don vi
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TP.H6 Quang Thanh HaGiang Ha Tinh DaNing Kon Tum An Giang Quang  Ha Noi
Chi Minh  Ninh Hoa Nam

BHXH céc tinh, thanh phé: TP. Ho Chi Minh, Quang Ninh, Thanh Hoa, Ha
Giang, Ha Tinh, Pa Ning, Kon Tum, An Giang, Quang Nam, Ha Noi c6 nhiéu
dia chi IP két ndi dén ma doc spyware. Danh sach don vi c6 dia chi IP ndi bd két
ndi ma doc spyware, virus tai Phu luc 2.

2.2. Théng tin giam sat gian tiép

BHXH tinh, thanh phd: TP. H6 Chi Minh, Nam Pinh c6 dia chi IP public?
c6 tinh trang bi ra quét hé thong.

STT Dia chi IP Tinh Loai sy ¢d Mirc do

8 |210.245.33.136 | TP. H6 Chi Minh | event4 sinkhole http | Nghiém trong

9 |117.7.236.37 Nam Dinh event4 sinkhole http | Nghiém trong

- event4_sinkhole http: Ma doc duoc cai dit trén may tram trong hé thong
mang ndi bd cua don vi, cac ip nhiém ma déc thudc mang botnet HTTP Drone.

- Cach xtr 1y: Str dung phan mém diét virus quét sau doi voi cac may tinh b
lay nhiém ma ddc, dung bd cong cu ciia Microsoft boc tach cac tién trinh dang
nhiém ma doc theo cac budc da duoc tap huén tai dién tip Gng ctru sy ¢ an toan
thong tin do Nganh to chic.

2.3. Thong tin ma doc dwoc phat hién, xir 1y tai cac hé thong phong,
chong ma ddc ciia Nganh

Nganh BHXH Viét Nam da trién khai cac giai phap phong, chéng phan mem
doc hai (phan mém diét virus; phan mém phat hién va phan Gng véi cac cudc tan
cong chua biét - EDR) dé nang cao ning luc bao vé cho may tinh ngudi ding
cubi.

a) Thong tin ma doc dwoc phat hién

Hé thong phan mém diét virus dugc Nganh trang bi dd phat hién tong sb
1.105 may tinh bj nhiém ma doc, phat hién 607 loai ma doc da 1ay nhiém trong hé

2 Thong tin dia chi IP public cua cac don vi dugc cung qép cho Trung tim CNTT dé giam sat, truong hop
c6 thay doi dia chi IP public can thong bao Trung tdam CNTT bo sung, cép nhat.



théng may tinh toan Nganh. DPé hé théng phﬁn mém diét virus hoat dong hiéu qua,
dua ra cac canh bao kip thoi vé tinh hinh 1ay nhiém virus trén may tinh cho ngudi
dung dé nghi cac don vi thuong xuyén kiém tra, bat tinh ning quét thoi gian thuc
(real-time scanning) trén hé théng phan mém diét virus.

Thong ké s6 luong may tinh ¢ ma doc tai mét s6 don vi
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Long An Ngh¢ An TP.H3 HaN6i PaNing Quang Hai Thanh Thai Binh Ba Ria -
Chi Minh Ninh Duong Hoa Viing Tau
BHXH tinh, thanh phé: Long An, Nghé An, TP. H6 Chi Minh, Ha Noi, Da
Nang, Quang Ninh, Hai Duong, Thanh Hoa, Thai Binh, Ba Ria — Viing Tau co6
nhiéu may tinh nhiém ma doc. Thong tin téng hop, danh gia tinh hinh lay nhiém
ma ddc cua cac don vi trén hé thong quan tri tap trung tai Phu luc 3.
b) Thong tin canh bao EDR
Hé théng quan tri tip trung phdn mém phat hién va phan tmg véi cude tin
cong chua biét (EDR) nganh BHXH Viét Nam da thong ké ¢6 271.217 luot canh
béo tién trinh ma doc MD5/SHA256 (BHXH tinh, thanh phé: Lang Son, Phti Tho,
Quang Ninh, Phu Yén...). Trong d6 c6 56 may tinh nguoi dung tai cdc don vi chay
tién trinh bj canh bao nghi ngd ma doc, 29 mau tién trinh nghi ngd ma doc dugc
ghi nhan; 163 canh bdo may tinh thudc cac don vi két n6i dén domain doc hai, lira
dao (BHXH tinh, thanh phé: Thanh Héa, Lang Son, Phua Tho, Hai Duong...); 50
may tinh nguoi ding nghi ngd két ndi dén domain doc hai, lira dao; 44 domain
doc hai, Itra ddo duogc phat hién.
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Thong tin chi tiét may tinh tai cdc don vi chay tién trinh chira ma doc va két
nbi dén domail doc hai/lira dao duoc téng hop tir hé thong quan tri tip trung tai
Phu luc 4. Pé nghi cac don vi ra soat, xtr Iy ddm bao an toan thong tin déng thot
kiém tra cai dit lai phﬁn mém cho nhirng may tinh bi mét két ndi dé bao dam viéc
phat hién va canh bao sém nhitng mdy tinh c6 nguy co mat ATTT.

2.4. Thong tin ro quét, tan cong thw dién tir

Hé thong tudng lira chong virus duoc phat tan qua thu dién tir cia Nganh da
ghi nhan, ngin chin sd luong 16n thu dién tir phat hién co virus: 134 thu dién tir
c6 virus trén tang application; 128.887 | 372 (vao | ra) thu dién tir bi nghi ngo 1a
thu rac duoc ngin chin va canh bao dén nguoi dung; 187 thu dién tir dinh kém
link gia mao véi muc dich danh cap mat khau ctia nguoi dung; 01 tai khoan thu



dién to¢ nguoi dung thuoc BHXH tinh Ha Nam 1§ lot mat khau:
khuongdtm@hanam.vss.gov.vn.

bé nghi cac don vi yéu cAu cAc ca nhan thay ddi mat khau tai khoan va thuc
hién nghiém quy dinh st dung thu dién tir.

3. Thong tin giam sat, bio dam an toan dwong truyén mang dién rong
(WAN) Nganh BHXH Viét Nam

Hé thong giam sat phat hién c6 1.023 su ¢6 kénh truyén gay gian doan hoat
dong, trong do 76 su ¢ kénh truyén Viettel, 43 su ¢b kénh truyén VNPT, 65 su
cd thiét bi, 754 su ¢d mat dién, 85 su ¢ khéc; 23 kénh truyén di chuyén sang tru
s& 1am viéc méi cia BHXH tinh, thanh ph va BHXH cap huyén.

4. Thong tin vé cac diém yéu, 16 hong

Théng ké sb luong may tinh chua cap nhat ban va tai mét s6 don vi

bién Binh  Quang BénTre  Soc Bac Gia Lai Lai Vinh
Bién Phuc Phuéc  Ngai Trang Liéu Chau Long

BHXH cac tinh, thanh phé: bién Bién, Vinh Phuc, Binh Phudc, Quang Ngai,
Bén Tre, Soc Trang, Bac Li€u, Gia Lai, Lai Chau, Vinh Long c6 nhiéu may tinh
nguoi dung trong mang ndi by chua dugc cap nhat ban va tir may cha quan tri tap
trung ctia Nganh. Thong tin vé cac don vi c6 may tinh chua dugc cap nhat ban va
tor may chu quan tri tai Phu luc 5.
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Théng ké sb lugong may tinh st dung hé diéu hanh Windows 7 tai mét
sO don vi

60
50

40

30

20

° BB N

X e & oo o

GiaLai Hung Hau Binh  Lai Chau Vinh HaNo6i Ha Giang Tuyén bién
Yén Giang  Phudc Phuc Quang Bién
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BHXH céc tinh, thanh phd: Gia Lai, Hung Yén, Hau Giang, Binh Phudc, Lai
Chéu, Vinh Phuc, Ha N6i, Ha Giang, Tuyén Quang, Dién Bién con c6 may tinh
sir dung h¢ diéu hanh Windows 7. Thong tin vé cac don vi c6 mdy tinh st dung
hé diéu hanh Windows 7 tai Phu lyc 5.

Hé thong giam sat ciia Trung tim diéu hanh hé thong thong tin nganh BHXH
Viét Nam da ghi nhan cic ban va chua dugc cap nhat gy mat an toan thong tin
t6n tai trén nhiéu may tinh da két néi, chia sé thong tin, anh hudéng trén dién rong,
dic biét c6 mot sb 16 héng da va dang dugc cac nhom tAn cong lgi dung dé thuc
hién cac cudc tdn cong APT véi tong s6 1.746 may tinh chua cap nhat day du cac
ban va, 160 may tinh sir dung Windows 7. Nham dam bao an toan hé thong, dé
nghi ddu mdi chuyén trach vé cong nghé thong tin, an toan thong tin tai cac don
vi phéi hop véi cac luc luong Ung ctru sy ¢o thyce hién ra soat, xac dinh va tién
hanh “V4” cac 16 hong trén hé thong, dic biét 1a cac 16 hong, diém yeu hé diéu
hanh tai Phu luc 6.

Hang ngay, Trung tam CNTT thyc hién giri thong tin tir Hé thong giam sat
su ¢ an toan thong tin mang canh bao dén dia chi thu dién tr cong vu cua lanh
dao phu trach, can bo chuyén trach vé cong ngh¢ thong tin, an toan thong tin dé
hd tro phong CNTT va bo phan chuyén trach vé ung ctru su cd tai cac don vi som
nhén biét duoc tinh hinh lay nhiém ma doc, hoat dong cuia mang may tinh ma
(botnet). Thong tin tir hé thdng giam sat duoc st dung dé danh gia hiéu quéa cong
tac phong, chdng ma doc dang trién khai tai cac don vi. Truong hop c6 thay doi
dia chi thu dién tir 1anh dao phu trach, can bd chuyén trach vé cong nghé thong
tin, an toan thong tin can thong bao vé Trung tim CNTT dé bd sung, cap nhat.

Trung tim CNTT dé nghi cac don vi thuc hién ddy du cac giai phap ky thuat
dam bao ATTT, bao vé BMNN trén khong gian mang, trién khai hé théng ha tang
thong tin (mang ndi by, mang wifi...) theo ding thiét ké va quy hoach cua
Nganh./. '~

Noi nhin: KT GIAM DOC
- Nhu trén;

- PTGD Pham Lwong Son (dé b/c);

- Giam déc (dé b/c);

- Van phong, cac don vi su nghiép truc
thuoc BHXHVN;

- BHXH cac tinh, thanh phé;

- Cac Pho Giam dbc;

- Cac Phong tryc thudc;

- Luu: VT, HTA;




Phu luc 1

Danh sach don vi c6 dia chi IP trong mang ndi bd két néi may chia CnC

pr| Mitimh | Tendonvi | PUCTES | GaC Recndi | nbionC
1 | G24.001 | Ha Noi 294 216 19.417
2 | G24.002 | Ha Giang 22 20 11.268
3 | G24.004 | Cao Bang 4 5 337
4 | G24.006 | Bic Kan 9 11 2.308
5 | G24.008 | Tuyén Quang 0 0 0
6 | G24.010 | Lao Cai 5 3 90
7 | G24.011 | Pién Bién 2 4 667
8 | G24.012 | Lai Chau 5 10 6.308
9 | G24.014 | Son La 7 14 494
10 | G24.015 | Yén Bai 2 3 311
11 | G24.017 | Hoa Binh 8 11 1.251
12 | G24.019 | Thai Nguyén 5 5 632
13 | G24.020 | Lang Son 10 20 134.941
14 | G24.022 | Quang Ninh 112 59 31.587
15 | G24.024 | Bac Giang 18 13 2.964
16 | G24.025 | Pht Tho 36 111 2.050
17 | G24.026 | Vinh Phiic 10 33 2.605
18 | G24.027 | Bic Ninh 10 103 90.334
19 | G24.030 | Hai Duong 7 10 1.222
20 | G24.031 | Hai Phong 17 38 2.941
21 | G24.033 | Hung Yén 17 30 39.651
22 | G24.034 | Thai Binh 8 79 813
23 | G24.035 | Ha Nam 3 4 817
24 | G24.036 | Nam Pinh 6 6 690
25 | G24.037 | Ninh Binh 16 25 22.284
26 | G24.038 | Thanh Hoa 18 24 6.859
27 | G24.040 | Nghé An 9 10 1.061
28 | G24.042 | Ha Tinh 7 5 90
29 | G24.044 | Quang Binh 4 8 1.522
30 | G24.045 | Quang Tri 36 37 21.565
31 | G24.046 | Thira Thién Hué 9 13 1.273
32 | G24.048 | Pa Nang 1 1 30




33 | G24.049 | Quang Nam 16 72 7.240
34 | G24.051 | Quang Ngai 5 9 1.300
35 | G24.052 | Binh Pinh 10 18 2.811
36 | G24.054 | Pha Yén 4 9 1.203
37 | G24.056 | Khanh Hoa 6 11 1.982
38 | G24.058 | Ninh Thuén 14 39 10.294
39 | G24.060 | Binh Thuan 10 23 2.913
40 | G24.062 | Kon Tum 5 9 3.169
41 | G24.064 | Gia Lai 14 56 5.248
42 | G24.066 | ik Lak 22 41 9.169
43 | G24.067 | ik Nong 4 4 885
44 | G24.068 | Lam Pong 8 7 1.604
45 | G24.070 | Binh Phudc 5 8 2.279
46 | G24.072 | Tay Ninh 10 21 3.039
47 | G24.074 | Binh Duong 12 12 1.579
48 | G24.075 | Dong Nai 12 17 3.043
49 | G24.077 | Ba Rija - Viing Tau 2 5 1.010
50 | G24.079 | TP. Hb Chi Minh 72 80 16.941
51 | G24.080 | Long An 23 59 20.890
52 | G24.082 | Tién Giang 14 14 903
53 | G24.083 | Bén Tre 7 15 3.129
54 | G24.084 | Tra Vinh 6 28 4.090
55 | G24.086 | Vinh Long 4 16 4.441
56 | G24.087 | Bong Thap 8 10 446
57 | G24.089 | An Giang 11 22 4.030
58 | G24.091 | Kién Giang 15 16 1.787
59 | G24.092 | Can Tho 5 8 1.543
60 | G24.093 | Hau Giang 6 6 993
61 | G24.094 | Soc Tring 9 12 1.920
62 | G24.095 | Bac Liéu 10 23 5.123
63 | G24.096 | Ca Mau 8 19 3.488




Phu luc 2

Danh sach don vi cé dia chi IP trong mang ngi bo

c6 ket noi ma doc spyware va virus

sé SO lwong IP | S luwgt | SO lwong IP | SO lwgt
Ty | M tinh Tén don vi LAN ket két ndi LANkét | ket noi
noi spyware | spyware noi virus virus
1 | G24.001 |HaNbi 17 3.258 0 0
2 | G24.002 | Ha Giang 38 100.432 4 284
3 | G24.004 | Cao Bang 9 38.194 2 42
4 | G24.006 |Bic Kan 2 44 0 0
5 | G24.008 | Tuyén Quang 0 0 0 0
6 | G24.010 |Lao Cai 4 15.090 0 0
7 | G24.011 | bién Bién 9 50 0 0
8 | G24.012 | Lai Chau 3 6 0 0
9 | G24.014 |SonLa 16 3.936 8 30
10 | G24.015 | Yén Bai 4 1.026 0 0
11 | G24.017 | Hoa Binh 2 38 0 0
12 | G24.019 | Thai Nguyén 7 3.718 0 0
13 | G24.020 | Lang Son 1 2 0 0
14 | G24.022 | Quang Ninh 59 17.214 0 0
15 | G24.024 | Bic Giang 9 836 0 0
16 | G24.025 | Phu Tho 7 2.660 0 0
17 | G24.026 | Vinh Phic 5 9.862 0 0
18 | G24.027 | Bic Ninh 14 2.874 0 0
19 | G24.030 | Hai Duong 15 1.562 0 0
20 | G24.031 | Hai Phong 7 2.284 0 0
21 | G24.033 | Hung Yén 9 102.192 0 0
22 | G24.034 | Thai Binh 0 0 0 0
23 | G24.035 | Ha Nam 3 54 0 0
24 | G24.036 | Nam Pinh 4 136 0 0
25 | G24.037 | Ninh Binh 15 97.994 0 0
26 | G24.038 | Thanh Ho4 43 25.996 0 0
27 | G24.040 | Nghé An 3 192 0 0
28 | G24.042 | Ha Tinh 39 4.786 1 8
29 | G24.044 | Quang Binh 8 21.736 0 0
30 | G24.045 | Quang Tri 62 0 0
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31 | G24.046 | Thira Thién Hué 10 64.234 0 0
32 | G24.048 | PaNéng 24 1.332 0 0
33 | G24.049 | Quang Nam 22 694 0 0
34 | G24.051 | Quang Ngii 9 96 0 0
35 | G24.052 | Binh Pinh 2 1.048 0 0
36 | G24.054 | Phu Yén 1 4 0 0
37 | G24.056 | Khanh Hoa 0 0 0 0
38 | G24.058 | Ninh Thuan 1 66 0 0
39 | G24.060 | Binh Thuin 5 36 0 0
40 | G24.062 | Kon Tum 22 53.336 0 0
41 | G24.064 | Gia Lai 14 51.384 0 0
42 | G24.066 | Piak Lak 0 0 0 0
43 | G24.067 | DBik Nong 0 0 0 0
44 | G24.068 | Lam Pong 16 114.838 0 0
45 | G24.070 | Binh Phudc 2 8 0 0
46 | G24.072 | Tay Ninh 4 398 0 0
47 | G24.074 | Binh Duong 2 342 0 0
48 | G24.075 | Pong Nai 5 56 1 4
49 | G24.077 | BaRia - Ving Tau 9 416 0 0
50 | G24.079 | TP. H6 Chi Minh 86 4.018 4 20
51 | G24.080 |Long An 5 18 0 0
52 | G24.082 | Tién Giang 4 132 0 0
53 | G24.083 | Bén Tre 4 16 0 0
54 | G24.084 | Tra Vinh 0 0 0 0
55 | G24.086 | Vinh Long 4 66 0 0
56 | G24.087 | Pong Thap 3 28 0 0
57 | G24.089 | An Giang 21 398 0 0
58 | G24.091 | Kién Giang 0 0 0 0
59 | G24.092 | Cén Tho 12 6.442 0 0
60 | G24.093 | Hau Giang 3 52 0 0
61 | G24.094 | Séc Tring 2 16 0 0
62 | G24.095 | Bac Liéu 1 2 0 0
63 | G24.096 | Ca Mau 12 39.732 1 2
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Phu luc 3

Thong ké s6 lwong may tinh nhiém ma ddc dwoce phat hién tai cac don vi

) z ) So lwon So lwong may da X o ) ~ an
S0 Madnh | Tendomvi | TO%SE | iy cinnbi | bi inh nang bio | S5 Wreng miy inh | S0 lrong ma doc
mat ket noi | vé€ thoi gian thue * * *
1 | G24.001 | Ha Noi 1440 91 1048 78 36
2 | G24.002 | Ha Giang 239 16 264 5 5
3 | G24.004 | Cao Bang 262 216 13 13
4 | G24.006 | Bic Kan 213 152 4 4
5 | G24.008 | Tuyén Quang 265 10 212 5 4
6 | G24.010 | Lao Cai 258 10 225 12 7
7 | G24.011 | bién Bién 217 217 4 3
8 | G24.012 | Lai Chau 172 150 9 9
9 | G24.014 | SonLa 250 229 14 9
10 | G24.015 | Yén Bai 257 12 156 2 2
11 | G24.017 | Hoa Binh 269 19 271 3 3
12 | G24.019 | Thai Nguyén 309 22 192 0 0
13 | G24.020 | Lang Son 215 91 21 9
14 | G24.022 | Quang Ninh 389 217 39 10
15 | G24.024 | Bic Giang 283 192 12 10
16 | G24.025 | Pha Tho 337 11 135 14 5
17 | G24.026 | Vinh Phiic 274 3 236 14 11
18 | G24.027 | Béc Ninh 246 12 213 8 6
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19 | G24.030 | Hai Duong 365 22 361 36 21
20 | G24.031 | Hai Phong 463 8 154 23 11
21 | G24.033 | Hung Yén 255 1 76 18 15
22 | G24.034 | Thai Binh 326 10 233 30 15
23 | G24.035 | Ha Nam 250 11 212 11 8
24 | G24.036 | Nam Dinh 270 7 246 12 11
25 | G24.037 | Ninh Binh 266 5 134 13 9
26 | G24.038 | Thanh Ho4 568 6 371 32 23
27 | G24.040 | Nghé¢ An 538 23 469 94 37
28 | G24.042 | Ha Tinh 310 74 269 6 6
29 | G24.044 | Quang Binh 256 4 147 5 4
30 | G24.045 | Quang Tri 253 5 183 4 4
31 | G24.046 | Thira Thién Hué 269 7 147 3 3
32 | G24.048 | Pa Néng 191 2 240 48 29
33 | G24.049 | Quang Nam 369 51 157 4 4
34 | G24.051 | Quang Ngai 295 13 281 12 7
35 | G24.052 | Binh Dinh 265 5 220 12 10
36 | G24.054 | Phu Yén 223 14 151 8 8
37 | G24.056 | Khanh Hoa 217 65 240 7 7
38 | G24.058 | Ninh Thuan 177 3 180 7 5
39 | G24.060 | Binh Thuan 226 5 229 11 7
40 | G24.062 | Kon Tum 218 36 86 6 6
41 | G24.064 | Gia Lai 294 3 168 5 5
42 | G24.066 | bak Lak 314 6 245 18 10
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43 | G24.067 | ik Nong 175 68 98 0 0
44 | G24.068 | Lam Dong 248 5 197 10 6
45 | G24.070 | Binh Phuéc 215 8 198 10 10
46 | G24.072 | Tay Ninh 209 3 178 3 3
47 | G24.074 | Binh Duong 405 16 426 9 7
48 | G24.075 | Déng Nai 438 12 164 10 6
49 | G24.077 | Ba Ria - Viing Tau 242 9 217 28 11
50 | G24.079 | TP. H6 Chi Minh 1315 70 915 88 37
51 | G24.080 | Long An 343 19 298 134 25
52 | G24.082 | Tién Giang 225 16 229 28 18
53 | G24.083 | Bén Tre 221 8 184 12 12
54 | G24.084 | Tra Vinh 235 4 220 9 9
55 | G24.086 | Vinh Long 195 18 157 10 7
56 | G24.087 | Dong Thap 262 10 269 6 6
57 | G24.089 | An Giang 282 14 206 13 8
58 | G24.091 | Kién Giang 253 2 221 2 2
59 | G24.092 | Can Tho 215 6 167 18 8
60 | G24.093 | Hau Giang 181 3 145 11 6
61 | G24.094 | Séc Tring 233 9 215 10 8
62 | G24.095 | Bac Liéu 220 6 180 5 4
63 | G24.096 | Ca Mau 204 8 119 7 3
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Phu luc 4
Thong ké so lwong may tinh chay tién trinh nghi ngé' ma déc (MD5/SHA256) va domain ddc hai/lira dio trén EDR

A I3 A I3 A I3
S6 | | Tinhby | inh i cinh o | S0 tién trinh nghi | 86 wgt | (LR, | 56 lwomg | S5 luot
TT Ma tinh Tén don vi mét két | tién trinh ma doc ngo 1a ma doc ca?h domain doc dor.na‘un d? ¢ caflh
néi (MD5/SHA25 6.) (MD5/SHA256) bao hai/lira d f;o hai/ltira dao bao
1 | G24.001 | Ha Noi 45 7 0 236 1 1 1
2 | G24.002 | Ha Giang 3 0 0 0 1 1 2
3 | G24.004 | Cao Bang 3 0 0 0 0 0 0
4 | G24.006 | Bic Kan 2 0 0 0 0 0 0
5 | G24.008 | Tuyén Quang 3 0 2 0 0 0 0
6 | G24.010 | Lao Cai 4 3 0 68 0 0 0
7 | G24.011 | Pién Bién 3 0 0 0 0 0 0
8 | G24.012 | Lai Chau 6 0 0 0 0 0 0
9 | G24.014 | SonLa 40 0 0 0 0 0 0
10 | G24.015 | Yén Bai 3 0 0 0 0 0 0
11 | G24.017 | Hoa Binh 11 0 1 0 0 0 0
12 | G24.019 | Thai Nguyén 7 2 1 7079 1 1 1
13 | G24.020 | Lang Son 6 1 4 109407 1 1 26
14 | G24.022 | Quang Ninh 3 8 0 32994 0 0 0
15 | G24.024 | Bic Giang 17 0 3 0 2 1 2
16 | G24.025 | Pha Tho 9 14 0 44413 1 2 26
17 | G24.026 | Vinh Phiic 3 0 0 0 1 1 1
18 | G24.027 | Bic Ninh 6 0 0 0 0 0 0
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19 | G24.030 | Hai Duong 13 0 0 0 3 3 13
20 | G24.031 | Hai Phong 2 0 1 0 1 1 1
21 | G24.033 | Hung Yén 3 1 0 1 1 1 1
22 | G24.034 | Thai Binh 55 0 0 0 0 0 0
23 | G24.035 | Ha Nam 3 0 0 0 0 0 0
24 | G24.036 | Nam Dinh 3 0 0 0 0 0 0
25 | G24.037 | Ninh Binh 5 0 0 0 1 1 1
26 | G24.038 | Thanh Hoa 13 0 0 0 2 3 42
27 | G24.040 | Nghé An 16 0 1 0 0 0 0
28 | G24.042 | Ha Tinh 4 1 0 135 0 0 0
29 | G24.044 | Quang Binh 5 0 0 0 1 1 1
30 | G24.045 | Quang Tri 5 0 0 0 0 0 0
31 | G24.046 | Thira Thién Hué 6 0 0 0 0 0 0
32 | G24.048 | Pa Ning 0 0 1 0 3 2 3
33 | G24.049 | Quang Nam 3 1 0 57 1 1 1
34 | G24.051 | Quang Ngii 6 0 0 0 1 1 1
35 | G24.052 | Binh Dinh 3 0 1 0 1 1 2
36 | G24.054 | Phu Yén 1 1 0 9914 0 0 0
37 | G24.056 | Khanh Hoa 5 0 0 0 2 1 2
38 | G24.058 | Ninh Thuéin 8 0 0 0 0 0 0
39 | G24.060 | Binh Thuan 2 0 0 0 1 1 2
40 | G24.062 | Kon Tum 1 0 1 0 0 0 0
41 | G24.064 | Gia Lai 1 1 0 10 2 1 2
42 | G24.066 | bak Lak 5 0 0 0 1 1 1
43 | G24.067 | ik Nong 3 0 0 0 0 0 0
44 | G24.068 | Lam Pong 3 0 0 0 2 1 2
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45 | G24.070 | Binh Phudc 3 0 0 0 0 0 0
46 | G24.072 | Tay Ninh 8 0 0 0 1 1 1
47 | G24.074 | Binh Duong 13 0 1 0 2 1 3
48 | G24.075 | Bong Nai 2 1 1 2902 1 1 1
49 | G24.077 | Ba Ria - Viing Tau 5 1 3 1 0 0 0
50 | G24.079 | TP. H5 Chi Minh 24 3 2 2776 2 1 2
51 | G24.080 | Long An 2 2 0 2 1 1 2
52 | G24.082 | Tién Giang 1 0 0 0 2 1 2
53 | G24.083 | Bén Tre 3 0 0 0 1 1 1
54 | G24.084 | Tra Vinh 6 0 1 0 1 1 1
55 | G24.086 | Vinh Long 5 1 0 31 0 0 0
56 | G24.087 | Bong Thap 3 0 0 0 1 1 2
57 | G24.089 | An Giang 4 0 0 0 1 1 1
58 | G24.091 | Kién Giang 5 0 0 0 2 2 4
59 | G24.092 | Can Tho 1 0 0 0 0 0 0
60 | G24.093 | Hau Giang 1 0 0 0 2 1 2
61 | G24.094 | Soc Tring 4 0 0 0 1 1 1
62 | G24.095 | Bac Liéu 4 0 0 0 0 0 0
63 | G24.096 | Ca Mau 2 0 0 0 0 0 0
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Phu luc 5

Thong ké sir dung phan mém quan 1y va cAp nhit ban va tai cac don vi

Sé Ma Téng S6 may | S6 may S6 may tinh | S6 may tinh
TT dinh Tén don vi s0 may | tinh cai | tinh mat chua cap str dung HDH
danh tinh? dat kétnoi | nhatbanva | Windows 7
1 | G24.001 | Ha Noi 1586 673 7 31 4
2 | G24.002 | Ha Giang 247 227 21 22 3
3 | G24.004 | Cao Bang 353 224 18 13 0
4 | G24.006 | Bic Kan 246 170 4 21 0
5 | G24.008 | Tuyén Quang 228 202 7 30 2
6 | G24.010 | Lao Cai 241 229 10 6 1
7 | G24.011 | Dién Bién 125 234 9 104 2
8 | G24.012 | Lai Chau 192 186 23 44 8
9 | G24.014 | Son La 342 329 30 32 0
10 | G24.015 | Yén Bai 263 167 14 19 0
11 | G24.017 | Hoa Binh 337 292 19 13 0
12 | G24.019 | Thai Nguyén 374 184 42 30 1
13 | G24.020 | Lang Son 234 205 26 16 0
14 | G24.022 | Quang Ninh 283 235 32 29 0
15 | G24.024 | Bac Giang 261 224 12 22 1
16 | G24.025 | Pha Tho 348 174 29 13 0
17 | G24.026 | Vinh Phuc 266 207 5 104 8
18 | G24.027 | Bic Ninh 240 149 2 7 0
19 | G24.030 | Hai Duong 444 343 1 35 0
20 | G24.031 | Hai Phong 480 291 35 23 0
21 | G24.033 | Hung Yén 238 160 10 30 31
22 | G24.034 | Thai Binh 334 288 35 7 0
23 | G24.035 | Ha Nam 254 232 13 18 0
24 | G24.036 | Nam Dinh 292 267 26 14 0
25 | G24.037 | Ninh Binh 230 204 21 7 0
26 | G24.038 | Thanh Hoa 563 401 26 30 0
27 | G24.040 | Ngh¢ An 555 468 6 12 0
28 | G24.042 | Ha Tinh 292 245 56 14 0
29 | G24.044 | Quang Binh 259 229 17 14 0
30 | G24.045 | Quang Tri 267 214 12 16 0
31 | G24.046 | Thira Thién Hué 273 206 34 15 0

3 86 lidu téng hop trén phan mém quan 1y thiét bi
4806 liéu tong hop trén hé thong quan tri tdp trung ctia Nganh. Thong tin 1ién hé ho trg: Tran Thai Son:

0904881993, Hotline NOC: 0984391786
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32 | G24.048 | ba Nang 297 244 31 8 1
33 | G24.049 | Quang Nam 362 346 64 10 0
34 | G24.051 | Quang Ngai 289 280 23 90 1
35 | G24.052 | Binh Pinh 241 192 2 28 0
36 | G24.054 | Pha Yén 231 178 28 15 0
37 | G24.056 | Khanh Hoa 227 258 9 26 0
38 | G24.058 | Ninh Thuan 185 172 19 26 0
39 | G24.060 | Binh Thuan 230 214 10 27 1
40 | G24.062 | Kon Tum 226 182 9 21 1
41 | G24.064 | Gia Lai 354 158 12 51 58
42 | G24.066 | bak Lak 319 294 26 14 0
43 | G24.067 | bak Nong 198 164 23 13 0
44 | G24.068 | Lam Pong 246 202 12 25 2
45 | G24.070 | Binh Phudc 227 200 21 91 9
46 | G24.072 | Tay Ninh 211 222 19 22 0
47 | G24.074 | Binh Duong 343 406 47 17 0
48 | G24.075 | Bong Nai 416 324 25 13 0
49 | G24.077 | BaRia - Viing Tau | 240 211 20 16 0
50 | G24.079 | TP. H6 Chi Minh 1421 1045 115 5 0
51 | G24.080 | Long An 281 280 34 28 0
52 | G24.082 | Tién Giang 246 216 14 5 0
53 | G24.083 | Bén Tre 226 182 22 86 0
54 | G24.084 | Tra Vinh 207 209 0 21 0
55 | G24.086 | Vinh Long 188 122 17 44 2
56 | G24.087 | Bong Thap 255 250 19 29 1
57 | G24.089 | An Giang 256 189 17 6 0
58 | G24.091 | Kién Giang 224 236 14 38 2
59 | G24.092 | Can Tho 168 180 26 22 0
60 | G24.093 | Hau Giang 173 160 2 19 20
61 | G24.094 | Soc Tring 224 215 12 77 0
62 | G24.095 | Bac Liéu 198 176 9 54 0
63 | G24.096 | Ca Mau 168 206 42 8 1
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Phu luc 6

Danh sich diém yéu, 16 hong hé diéu hanh Windows 10 di cé ban va cip nhat

’lS“'(i“ Ma ban va N(;l(;’c Théng tin chi tiét vé ban va
1 | MS21-AUGI2 | Critical | 2021-08 Servicing Stack Update for Windows 10 Version 21H]1 for x64-based Systems (KB5005260)
) MS22-JAN3 | Critical 2022-01 Cumulative Update for Windows 10 Version 21H1 for x64-based Systems (KB5009543) (CVE-
2021-22947) (CVE-2021-22947) (CVE-2022-21919) (CVE-2022-21836) (CVE-2022-21874)
3 MS22-JAN3 | Critical 2022-01 Cumulative Update for Windows 10 Version 20H2 for x64-based Systems (KB5009543) (CVE-
2021-22947) (CVE-2021-22947) (CVE-2022-21919) (CVE-2022-21836) (CVE-2022-21874)
4 | MS21-AUGI12 | Critical | 2021-08 Servicing Stack Update for Windows 10 Version 2004 for x64-based Systems (KB5005260)
5 | sy |co| 0212 ot Ut o Widow 10Kt 200 S s S (KDSIO2I) (V20
6 | MS20-NOV12 | Critical | 2020-11 Servicing Stack Update for Windows 10 Version 1903 for x64-based Systems (KB4586863)
7 MS20-DEC3 | Critical | 2020-12 Cumulative Update for Windows 10 Version 1903 for x64-based Systems (KB4592449)
3 MS22-JAN3 | Critical 2022-01 Cumulative Update for Windows 10 Version 21H2 for x64-based Systems (KB5009543) (CVE-
2021-22947) (CVE-2021-22947) (CVE-2022-21919) (CVE-2022-21836) (CVE-2022-21874)
o | MszLpE | criet | e o gy e (CBS0082L2) (CVE
10 | MS21-AUGI12 | Critical | 2021-08 Servicing Stack Update for Windows 10 Version 20H2 for x64-based Systems (KB5005260)
11 | MS21-AUGI12 | Critical | 2021-08 Servicing Stack Update for Windows 10 Version 1809 for x64-based Systems (KB5005112)
1| MS22-7AN3 | Critical 2022-01 Cumulative Update for Windows 10 Version 1809 for x64-based Systems (KB5009557) (CVE-2021-
22947) (CVE-2021-22947) (CVE-2022-21919) (CVE-2022-21836) (CVE-2022-21839) (CVE-2022-21874)
13 | MS21-AUGI12 | Critical | 2021-08 Servicing Stack Update for Windows 10 Version 2004 for x86-based Systems (KB5005260)
o | s2rDr | casn | 20012 Comt Ut Mo 1 ¥erion 208 tr e Sy (KBSOI212) (CVE 207
15 | MS20-JUL12 | Critical | 2020-07 Servicing Stack Update for Windows 10 Version 1709 for x64-based Systems (KB4565553)
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2020-10 Cumulative Update for Windows 10 Version 1709 for x64-based Systems (KB4580328) (CVE-2020-

16 | MS20-OCT3 | Critical 16898)
.\ 2021-11 Cumulative Update for Windows 10 Version 2004 for x64-based Systems (KB5007186) (CVE-2021-
17 | MS21-NOV3 | Critical 41371) (CVE-2021-38631)
. 2021-12 Cumulative Update for Windows 10 Version 21H2 for x64-based Systems (KB5008212) (CVE-
18 | MS2I-DEC3 | Critical | 505 43740) (CVE-2021-41333) (CVE-2021-43883) (CVE-2021-43893)
19 | MS21-AUGI12 | Critical | 2021-08 Servicing Stack Update for Windows 10 Version 20H2 for x86-based Systems (KB5005260)
20 | MS22-TAN3 | Critical 2022-01 Cumulative Update for Windows 10 Version 20H2 for x86-based Systems (KB5009543) (CVE-
i 2021-22947) (CVE-2021-22947) (CVE-2022-21919) (CVE-2022-21836) (CVE-2022-21874)
o\ 2021-11 Cumulative Update for Windows 10 Version 20H2 for x64-based Systems (KB5007186) (CVE-
21| MS2I-NOV3 | Critical | 51 41371) (CVE-2021-38631)
22 | MS20-NOV12 | Critical | 2020-11 Servicing Stack Update for Windows 10 Version 1903 for x86-based Systems (KB4586863)
23 | MS20-DEC3 | Critical | 2020-12 Cumulative Update for Windows 10 Version 1903 for x86-based Systems (KB4592449)
.. 2021-12 Cumulative Update for Windows 10 Version 20H2 for x64-based Systems (KB5008212) (CVE-
24 | MS2I-DEC3 | Critical | 051 43540) (CVE-2021-41333) (CVE-2021-43883) (CVE-2021-43893)
o 2021-11 Cumulative Update for Windows 10 Version 21H1 for x64-based Systems (KB5007186) (CVE-
25 | MS2I-NOV3 | Critical | 5051 41371y (CVE-2021-38631)
.\ 2021-10 Cumulative Update for Windows 10 Version 2004 for x64-based Systems (KB5006670) (CVE-2021-
26 | MS21-0CT3 | Critical | 10149y (CVE-2021-40469) (CVE-2021-41335) (CVE-2021-41338)
. 2021-10 Cumulative Update for Windows 10 Version 20H2 for x64-based Systems (KB5006670) (CVE-
27| MS21-0CT3 | Critical | 551 40449) (CVE-2021-40469) (CVE-2021-41335) (CVE-2021-41338)
o\ 2021-10 Cumulative Update for Windows 10 Version 21H1 for x64-based Systems (KB5006670) (CVE-
28 | MS21-0CT3 | Critical | 551 40449) (CVE-2021-40469) (CVE-2021-41335) (CVE-2021-41338)
.\ 2021-10 Cumulative Update for Windows 10 Version 1809 for x64-based Systems (KB5006672) (CVE-2021-
29 | MS21-0CT3 | Critical | 4149y (CVE-2021-40469) (CVE-2021-41335) (CVE-2021-41338)
.\ 2021-11 Cumulative Update for Windows 10 Version 1809 for x64-based Systems (KB5007206) (CVE-2021-
30 | MS21-NOV3 | Critical 41371) (CVE-2021-38631)
31 | MS21-NOV3 | Critical 2021-11 Cumulative Update for Windows 10 Version 20H2 for x86-based Systems (KB5007186) (CVE-

2021-41371) (CVE-2021-38631)
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2022-01 Cumulative Update for Windows 10 Version 21H2 for x86-based Systems (KB5009543) (CVE-

32 | MS22-JAN3 [ Critical | 555 1 52947) (CVE-2021-22947) (CVE-2022-21919) (CVE-2022-21836) (CVE-2022-21874)
. 2021-12 Cumulative Update for Windows 10 Version 20H2 for x86-based Systems (KB5008212) (CVE-
33| MS2I-DEC3 | Critical | 551 43740 (CVE-2021-41333) (CVE-2021-43883) (CVE-2021-43893)
. 2022-01 Cumulative Update for Windows 10 Version 1607 for x64-based Systems (KB5009546) (CVE-2022-
34 | MS22-JAN3 | Critical | 5 1919y (CVE-2022-21836) (CVE-2022-21874)
35 | MS22-JAN3 | Critical 2022-01 Cumulative Update for Windows 10 Version 1909 for x64-based Systems (KB5009545) (CVE-2021-
i 22947) (CVE-2021-22947) (CVE-2022-21919) (CVE-2022-21836) (CVE-2022-21874)
36 | MS21-SEP12 | Critical | 2021-09 Servicing Stack Update for Windows 10 Version 1607 for x64-based Systems (KB5005698)
o\ 2021-12 Cumulative Update for Windows 10 Version 21H2 for x86-based Systems (KB5008212) (CVE-
37 | MS2I-DEC3 | Critical | 551 4340 (CVE-2021-41333) (CVE-2021-43883) (CVE-2021-43893)
o\ 2021-12 Cumulative Update for Windows 10 Version 1809 for x64-based Systems (KB5008218) (CVE-2021-
38 | MS21-DEC3 | Critical 43883) (CVE-2021-43893)
39 | MS21-MAY12 | Critical | 2021-05 Servicing Stack Update for Windows 10 Version 1803 for x64-based Systems (KB5003364)
40 | MS21-MAY3 | Critical | 2021-05 Cumulative Update for Windows 10 Version 1803 for x64-based Systems (KB5003174)
41 | MS21-AUGI2 | Critical | 2021-08 Servicing Stack Update for Windows 10 Version 1909 for x64-based Systems (KB5005412)
42 | MS21-AUGI2 | Critical | 2021-08 Servicing Stack Update for Windows 10 Version 21H1 for x86-based Systems (KB5005260)
43 | MS21-0CT3 | Critical 2021-10 Cumulative Update for Windows 10 Version 21H1 for x86-based Systems (KB5006670) (CVE-

2021-40449) (CVE-2021-40469) (CVE-2021-41335) (CVE-2021-41338)
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